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Abstract

Shadow IT can be used by one individual or a group of employees, which suggest two levels of use: an
individual and collective use of shadow IT. The study takes a social influence perspective to investi-
gate the mechanisms that underlie the dissemination process of shadow IT among users and uncover
the reasons why they use shadow IT. We performed a survey among employees of four companies. The
results show that the social influence varies depending on the group of reference in question (peer,
superior, mass influence). We found that employees are strongly influenced by their peers and by a
mass of people to use a shadow IT, such as co-workers, professional workmates, and employees from
other departments, suggesting a broader range of social influence that can affect the use of shadow IT.
We aid to clarify some reasons why employee uses shadow IT and how the dissemination process oc-
curs among users. Also, as social influence is based on communication and social interactions, organ-
izations may pay attention in creating initiatives and taking actions to engaged users in the infor-
mation security policies, which is one of the primary concern related to shadow IT.

Keywords: Shadow IT, Social Influence, deviant work behaviour, IT management.

1 Introduction

“No man is an island entire of itself; every man is a piece of the continent, a part of the main,” said the
17th-century British poet John Donne. Over the years, science has been proving that he was right, in-
deed. Individuals exist within society; they are influenced by society and influence the society (Stets
and Burke, 2000). The fact is that human’s brain is designed to be influenced by others because they
are built to ensure that we will hold the beliefs and values of people around us (Lieberman, 2013). In
few words, we are social, and that can be influencing our behaviour regarding the technological choic-
es as well.

The pervasiveness of technology is causing relevant changes to individuals, organizations, and society.
In addition to the greater availability of technology, it is also notable the increasing knowledge and
ability of users regarding the use of technology (e.g., Eckhardt, Laumer and Nguyen, 2010; Carter and
Gruver, 2015). These two factors together are bringing several challenges to manage technology with-
in organizations. People are finding ways to use consumer technologies from their personal lives in the
workplace (e.g., Harris, lves and Junglas, 2012). As a consequence, the traditional 1T adoption logics
have been completely reversed in the last years because, instead of IT departments deciding which
solution their employees should use, employees autonomously adopt and use solution that meets their
needs at work (Stryker and Burke, 2000; Haag and Eckhardt, 2017).
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Within the context exposed above, emerges the use of unauthorized technology in the workplace
called shadow IT usage. The literature posits that this phenomenon emerges at the individual level
(e.g., Gyory et al., 2012; Haag, Eckhardt, and Bozoyan, 2015). Shadow IT is a form of decentralized
computing implemented by individuals, workgroups or whole business units (e.g., Zimmermann and
Rentrop, 2014; Furstenau, Rothe, and Sandner, 2017), which suggest the adoption and use of shadow
IT may disseminate among employees within a company.

Although people frequently think of themselves as "independent-minded and immune of some kinds
of social influence", others are daily influencing us in many ways (Lieberman, 2013). Considering the
individual as a member of a group that is influenced and influences others, we ask:

RQ: What factors drive the use of shadow IT among individuals?

We take a social influence perspective to investigate the mechanisms that underlie this process and
uncover the reasons why employee uses shadow IT, as well as why shadow IT usage disseminates
from one individual to another, spreading to a whole group of people. In that sense, we use the social
influence perspective to capture the cumulative individual effect of these influences on individual be-
haviour (e.g., Karahanna, Straub and Chervany, 1999). The findings suggest that employees are
strongly influenced by their peers and by a mass of people, in general, to use a shadow IT, such as co-
workers, professional work-mates, and employees from other departments, suggesting a broader range
of social influence that can affect the individual.

Understanding the effect of social influence on IS usage it is not a recent concern. Since more than a
quarter century, social influence is considered as a focal determinant for individual’s behavioural in-
tention and, consequently, profoundly affects user behaviour (e.g., Li, 2013; Wang, Meister and Gray,
2013; Hsu and Lu, 2004). Previous studies have identified that the social structure and user’s envi-
ronment are also determinants for the proliferation of IT use and its benefits from individual to organi-
zational level (e.g., DeLone and McLean, 2003; Eckhardt, Laumer and Nguyen, 2010). In addition,
social influence has greater importance for the use of work systems since the use of these systems has
a more tangible and extrinsic value (Eckhardt, Laumer and Nguyen, 2010). Thus, we use the social
influence perspective to investigate the use and dissemination of shadow IT among employees in the
workplace.

Although shadow IT is not a new phenomenon, it demands further studies from new perspectives in
order to reveal, explain, and control its challenges, as well as to exploit its opportunities (Haag and
Eckhardt, 2017; Silic, Barlow and Back, 2017). Furthermore, investigating individual behaviour relat-
ed to the use of technology is central to manage shadow IT since it emerges from the employee’s level
(Gyory et al., 2012; Haag, Eckhardt, and Bozoyan, 2015; Furstenau, Rothe, and Sandner, 2017). Re-
garding the theoretical lens, managers and research need to understand how social influence occurs
and affects the potential IS user to prevent malicious IS use (Eckhardt, Laumer and Nguyen, 2010).

The paper advances as follow. The following section provides the theoretical background of shadow
IT and social influence. Next, we developed the hypotheses of our research mode. The following
methodology section describes the applied research method. The result section presents the statistical
analysis. Next section discusses the results and implications for theory and practice, as well as the lim-
itations and further research.

2 Theoretical Background

2.1 Shadow IT

Shadow IT can be any hardware, software, or services built, introduced, and/or used to work without
explicit approval or even knowledge of the organization (e.g., Silic and Back, 2014; Haag and Eck-
hardt, 2017). The term shadow IT refers, then, to the unauthorized information technology and its us-
age has been referred as shadow IT usage. This paper follows the definition of shadow IT usage
provided by Haag and Eckhardt (2014), which states that shadow IT usage is “the voluntary usage of
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any IT resource violating injunctive IT norms at the workplace as reaction to perceived situational
constraints with the intent to enhance the work performance, but not to harm the organization”.

Shadow IT is a form of decentralized computing implemented by individuals, workgroups or whole
business units (e.g., Zimmermann and Rentrop, 2014; Furstenau, Rothe, and Sandner, 2017). Depend-
ing on their business needs, different units and individuals implement a wide range of solutions, using
a variety of unauthorized technologies (e.g., Huber et al., 2017). Thus, employees can use shadow IT
in a variety of ways: shadow IT can be a hardware, software, or any other solution, such as a ready-
made spreadsheet, cloud services, or a self-developed application (e.g., Silic and Back, 2014; Zim-
mermann, Rentrop and Felden, 2017).

We reviewed the shadow IT literature in an effort to clarify how individuals use shadow IT at work.
Four types of shadow IT emerged. The first, called unauthorized cloud services, represents the soft-
ware accessed through the internet (e.g. Furstenau and Rothe, 2014; Haag, 2015; Walterbusch, Fietz
and Teuteberg, 2017) and, thereby, to be used, it does not need to be installed in any device. The sec-
ond, self-developed solutions are solutions developed and used by employees on the company’s
computers to perform their work tasks (e.g. Zimmermann, Rentrop and Felden, 2014; Zimmermann,
Rentrop and Felden, 2017), which may vary from a simple excel spreadsheet to a more complex
application developed by employees to be used by a whole business unit. The third are self-installed
software applications are those installed and used by employees on the company’s devices (e.g. com-
puters, smartphones or tablets provided by the company) (e.g. Jones et al. 2004; Silic and Back, 2014).
This type of shadow IT usage involves solutions that are often freely available on the web and need to
be downloaded and installed prior to use, instead of accessed via internet. Finally and fourth, self-
acquired devices represent the hardware layer of shadow IT since it represents the devices purchased
and owned by the employees instead of the company’s devices, including the use of applications in the
employee’s personal devices at the workplace (e.g. Rentrop and Zimmermann, 2012; Zimmermann,
Rentrop and Felden, 2017). Table 1 summarizes the findings from the literature.

Shadow IT Description Authors
Usage Types
Unapproved | Use of Internet-based Software and Software as a | Rentrop and Zimmermann (2012);
cloud ser- | Service (SaaS) that are not approved or unknown | Gyory et al. (2012); Firstenau and
vices by IT department. These systems are also called as | Rothe (2014); Silic and Back (2014);
Mobile Shadow IT once it can be accessed outside | Haag and Eckhardt (2014); Zimmer-
the workplace (e.g., WhatsApp, Facebook, Skype | mann, Retrop and Felden (2014); Hu-
for Web, Dropbox, Google Apps, etc.). ber et al. (2016); Walters (2013); Wal-
terbusch, Fietz and Teuteberg (2017).
Self-made Use of solutions developed by employees on the | Jones et al. (2004); Rentrop and Zim-
solutions company's computers to perform their work tasks. | mermann (2012); Furstenau and Rothe
For example, an excel spreadsheet or an applica- | (2014); Zimmermann et al. (2014);
tion developed by employees. Huber et al. (2016), Kopper and West-
ner (2016b).
Self- Use of software installed by employees to perform | Jones et al. (2004); Rentrop and Zim-
installed their work tasks, on the company's computers. For | mermann (2012); Furstenau and Rothe
applications | example, downloading and installing software | (2014); Zimmermann et al. (2014);
available free of charge on the internet. Silic and Back (2014).
Self- Use of devices owned by employees. These devic- | Rentrop and Zimmermann (2012);
acquired es are purchased directly from retail rather than | Silic and Back, (2014); Zimmermann
devices being ordered through the official catalogue of the | et al. (2014); Gozman and Willcocks
IT department. It includes the use of applications | (2015), Huber et al. (2016).
in the employee’s personal devices at the work-
place (smartphones, tablets, notebooks, etc.).
Table 1. Types of shadow IT usage.
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Previous studies suggest that shadow IT emerges at the employee’s level (e.g., Gyory et al., 2012;
Furstenau, Rothe, and Sandner, 2017) and can be used by one individual or a group of individuals, that
is, an individual and/or collective use of shadow IT. Figure 1 shows the dissemination paths of shadow
IT usage among employees.

Path 1
A group of individuals

The individual (e.g.., a business unit, a
team. a process...)

Path 2

Figure 1. Dissemination paths of Shadow IT usage

Path 1 represents the situations when an individual uses a shadow IT to perform his/her work tasks
and, after some time, others employees adopt and use the same shadow IT. In turn, Path 2 represents
the situation when a group of individual (e.g., team or department) adopts and use the shadow IT as
their work solution and, as new individuals join this group, they consequently adopt and use the same
shadow IT as others in the group. Therefore, there are social mechanisms that underlie the adoption
and dissemination process of use shadow IT among employees.

2.1.1 Whatis not Shadow IT? Related concepts

To a better definition of shadow IT, it is crucial to define what is and what is not shadow IT. Haag and
Eckhardt (2017) highlight that shadow IT distinguishes from closely related concepts such as worka-
round, bring-your-own (BYQ), and IT consumerization. Although those concepts carry some similari-
ties, there are crucial differences that "characterize and justify shadow IT as a unique and relevant
concept worthy of future investigation" (Haag and Eckhardt, 2017).

Workarounds are, in a broader way, conscious adaptations of work activities that are not expected or
specified to be changed in this manner (Laumer et al. 2017). They are implemented to address con-
straints related to target IT, personal IT, and/or the IT policies perceived by employees as challenging
for their work (e.g., task performance) (Alter, 2014). Therefore, employees create other means to solve
those restrictions and help them to perform their work task.

Haag and Eckhardt, 2017 point out three instances of workarounds: 1) non-IT-based workarounds
without using any IT, for example, using paper to collect and process information; adapt the mandato-
ry IT and/or approved personal IT and use it in different and unexpected ways, for example, by using
MS Word to convert and re-edit contents of PDF documents; and 3) shadow IT, which is bringing un-
approved IT and/or change approved IT in unapproved ways, for example, by creating MS Excel mac-
ros without approval to automate repetitive work tasks. Considering the definition of shadow IT pre-
sented previously, shadow IT can be a workaround, although it is not necessarily a workaround be-
cause it is related to the technology, while workaround can also be related to non-IT-devices. In that
sense, workaround is a broader concept that encompasses other instances, including shadow IT and
both terms can be classified as deviant work behaviour.

Others concepts frequently linked to shadow IT and workarounds are IT consumerization and BYOD.
Although these concepts as related to workarounds and shadow IT, they are not a deviant behaviour
itself. BYOD can facilitate or drive shadow IT usage because employees can use their device in an
inappropriate way. However, BYOD cannot be considered a deviant behaviour once it is a policy that
allows employees to bring and use personal devices at work (e.g., French et al. 2014). Finally, IT con-
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sumerization is the adoption of consumer devices and applications by employees (Harris, lves, and
Junglas, 2012). That is a broader concept related to all the prior ones (e.g., Haag and Eckhardt, 2017)
because consumer IT can be related to the IT-supported solution, to the personal IT (e.g., BYOD) or to
the unapproved consumer IT (e.g., shadow IT or workaround).

2.2 Social Influence and IS Usage

Social influence is defined as a change in thoughts, feelings, attitudes or behaviour of an individual
that results from the communication and interaction with another person or with a group (Eckhardt,
Laumer and Nguyen, 2010; Ogara, Koh and Prybutok, 2014). In a general way, the background of so-
cial influence has its roots in the nature of changes that are caused by a particular communication or
type of communication among individuals (Kelman, 1958).

Social influence has been considered as a major determinant for individual’s behavioural intention
and, consequently, profoundly affects user behaviour (e.g., Venkatesh and Davis, 2000; Hsu and Lu,
2004; Li, 2013; Wang, Meister and Gray, 2013). That is because people are more likely to perform a
behaviour when they believe that referents think they should perform the behaviour (e.g., use new
technology) and they are encouraged to satisfy the expectations of these referents (Venkatesh et al.
2003; Jiang et al., 2016).

Subjective Norm (SN) is the dominant conceptualization of social influence (Lee, Lee and Lee, 2006;
Wang, Meister and Gray, 2013). In IS research, the investigation of social influence is linked mostly to
the perception of subjective norm and its effect on the adoption and use of technology by individuals
(Eckhardt, Laumer and Nguyen, 2010). In line with previous research (e.g., Venkatesh and Morris,
2000; Venkatesh and Davis, 2000; Venkatesh et al. 2003), we used subjective norms to analyse and
measure social influence in our study.

Performing a literature review on social influence, Eckhardt and his colleagues found that the point of
adoption (pre-adoption vs post adoption) and the degree of free decision-making (mandatory vs volun-
tary) do not affect the impact of social influence (Eckhardt, Laumer, and Weitzel, 2009; Eckhardt,
Laumer and Nguyen, 2010). Therefore, these aspects are not a concern in our study.

Top managers, supervisors, subordinates, colleges, organization's IT department, local computer tech-
nology experts, and friends can be possible salient referents for the social influence component regard-
ing individuals' adoption and usage of IT in organizations (e.g., Karahanna, Straub and Chervany,
1999; Wang, Meister and Gray, 2013). Regarding this aspect, Eckhardt, Laumer, and Weitzel (2009)
suggest that social influence is more significant with an individualized measurement than with the
basic collective measurement (e.g., “important others”), because individual measures specify the
groups of people that exert the influence (e.g., friends, co-workers, superiors). Taking all these aspects
in mind, we contextualize the choices regarding the research model in the next section.

3 Research Model and Hypotheses Development

As discussed in the literature review, changes in behaviour due to interaction with others, especially
people considered important or close, can influence individual’s behaviour and choices (e.g., Ogara,
Koh and Prybutok, 2014). Social influence is critical to understand user behaviour because they could
play an essential role in determining how users make their decisions about adopting and using new
technologies (Venkatesh and Morris, 2000).

The usage context here is the use of unauthorized information technology to perform work tasks inside
organizations, therefore, shadow IT is the target technology for this study (Hong et al. 2013). Previous
studies suggest that shadow IT can be used by one individual or a group of individuals, which means
that the use of shadow IT disseminates among employees (e.g., Gyory et al., 2012; Furstenau, Rothe,
and Sandner, 2017). Moreover, the current IS literature suggests that IT department is losing the influ-
ence on the choice of technology used by employees to perform their work (e.g., Stryker and Burke,
2000; Eckhardt, Laumer and Nguyen, 2010). This influence, then, may be coming from people like co-
workers, friends, professionals, or even from the head of the business unit. Within this context, the
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social influence perspective was used as a theoretical lens to investigate the use of shadow IT among
employees. We decided to use the social influence perspective, which is an established construct of IS
field, to investigate the use of technology among individuals in the context of shadow IT as a manner
to capture the cumulative individual effect of these influences on individual behaviour (e.g., Karahan-
na, Straub and Chervany, 1999). That is, we suggest that social influence may be an antecedent of
shadow IT usage among employees.

An individualized measurement was used to specify the groups of people (Eckhardt, Laumer and
Nguyen, 2010). We identified three groups that may exert social influence in the shadow IT context
within organizations, based on prior research in social influence: peer, superior and mass influence
(e.g., Hsu and Lu, 2004; Lee, Lee and Lee, 2006; Wang, Meister and Gray, 2013). Although there are
several possible referents (e.g., Karahanna, Straub and Chervany, 1999), we selected the salient ones
considering the research context. The influence from subordinates and IT department were not consid-
ered because 1) most of IT users that use shadow IT do not have subordinates in the hierarchy and 2)
shadow IT is regarding the use of unauthorised technology, then it is a deviant work behaviour and not
related to the IT department influence. Thereby, we theorized that, in the shadow IT context, employ-
ees may be influenced by immediate referents (peers and superiors) toward the use of shadow IT, and,
in a broader sense, they can be influenced by a larger and more distant group of people (mass influ-
ence), which can be employees form others departments or company’s units and colleagues of the
same profession.

We focus first on hypothesizing the social influence effects of an individual’s immediate referents in
the workplace, that is, peer and superior influence. Peers are defined as people (e.g., colleagues,
workmates) who work in the same business unit, team or department and, consequently, they have
some work task in common, while superiors are defined as all people (e.g., managers, supervisors) in
an individual’s business unit, team or department who hold higher-level positions (e.g., Wang, Meister
and Gray, 2013).

Peer pressure and superiors’ influence are well recognized as determinants in technology usage con-
texts (e.g., Malhotra and Galleta, 2005; Wang, Meister and Gray, 2013). Influence from peers and su-
periors can play an essential role in determining user behaviour since individuals focus their percep-
tions to general and abstract criteria that includes complying with the ideas of peers and superiors
(Venkatesh and Morris, 2000). This influence can be stronger if the individual perceives the peer or
superior as a computer technology expert (e.g., Karahanna, Straub and Chervany, 1999; Weil3 and
Leimeister, 2012). For instance, if a workmate suggests that a particular technology may be useful to
perform work tasks, the person considers this suggestion and are influenced by it and, consequently,
starts to use that technology at work (Venkatesh and Davis, 2000).

Extant research points out that the business units are in a better position now to create new digital
streams for themselves and engaging with digital tools more intensely than ever (e.g., Furstenau and
Rothe, 2014). Consequently, it is becoming increasingly difficult for IT managers to govern the grow-
ing variety of IT systems within companies. Moreover, business units are gaining their budget to im-
plement IT solution without the traditional process of consulting the IT department, which is causing
individual impacts to employee’s work consequently. In this context, digital companies are being
driven by a new generation of business managers and employees who do not need technology to be
contextualized by an IT department. For example, the head of a team or department can influence his
employees to use a certain technology because he considers this technology as more efficient than the
mandatory technology. Thus, the employee’s choice regarding the technology to perform the work
tasks may be influenced by workmates or by the business unit leader that may indicate a solution out-
side the official scope of the IT department. Consistent with the above arguments, we hypothesised:

H1: Peers influence is positively related to shadow IT usage.
H2: Superiors influence is positively related to shadow IT usage.
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Mass influence refers to the fact that a broader range of people can influence the individual. The net-
work externalities is the underlying theoretical concept, which states that the value of a network in-
creases with the square of its number of users (Hsu and Lu, 2004). The more people adopt a particular
technology, the stronger the influence of others, and the higher perceived value of the technology
(Sun, 2013). Wang, Meister and Gray (2013) examined the influence of individual’s extended profes-
sional population within the organization, which they define as employees that perform the same kind
of work, but do not work in the same location. In the digital and globalized companies nowadays,
technology is the primary way of interactions. For instance, employees, frequently, have to communi-
cate and interact with workmates partners and clients geographically distributed, which represent a
broader range of social influences. To give a more concrete example, an employee can find out a solu-
tion to perform the tasks faster than using the mandatory solution and share that new finding with col-
leagues of other units and departments. Thus, it is necessary to extend the influence beyond immediate
colleagues, providing an additional source of social influence (Wang, Meister and Gray, 2013).

Several factors may explain why individuals tend to converge on the same technology. For instance,
mass influence can be related to a concept called IT fashion. An IT fashion is a collective transient
belief that information technology is cutting-edge regarding innovation, efficiency and practicality
(Wang, 2010). In that sense, the belief that the technology is making it known and "fashion™ among
users, may influence other employees behaviour toward this technology. Similarly, it can lead to a
phenomenon called herd behaviour, when people converge on the same form of technology by imitat-
ing each other’s choices (e.g., Sun, 2013). Thus, we hypothesized:

H3: Mass influence is positively related to shadow IT usage.

Finally, we theorized that an individual’s hierarchical level has a moderating effect on the relationship
between social influence constructs and shadow IT usage. Previous studies suggest that the need to use
shadow IT is more prominent among the new generation of technology users and top managers of the
organizations (Weilt and Leimeister, 2012; Harris, lves, and Junglas, 2012; Silic and Back, 2014;
Zimmermann, Rentrop and Felden, 2014). It is suitable to infer that, on average, there is a relation be-
tween age and hierarchical level since young people tend to occupy lower-level positions (e.g., interns
and assistants), while higher-level positions tend to be occupied by more seniors people (e.g., manag-
ers, supervisors and presidents).

Compared to junior positions, employees in senior positions are more visible and are more likely to
influence others due to their status and expertise. Therefore, high-level senior leaders are less likely to
be influenced in general, while low-level junior employees more likely to be influenced by others
(Wang, Meister and Gray, 2013). Our last hypothesis says:

H4: Hierarchical level moderates the relationship between a) peers influence; b) superiors influence; c)
mass influence, and shadow IT usage in a way that, people who have a higher hierarchical level in the
organization are less likely to be influenced by other employees.

The study, thus, set up the research model as appearing in Figure 2.

Twenty-Sixth European Conference on Information Systems (EC1S2018), Portsmouth,UK, 2018



Smith et al. /Short Title up to 5 words

;i Peers Influence

Shadow IT
Uzage

, Superiors Influence

. Maszs Influence

*~ Social Influence Theory LT

Hierarchical
Level

Figure 2. Research Model

4 Method

We conducted a field survey to test our model and hypotheses. First, a questionnaire was designed
based on the existing IS literature to collect data. Two further steps were incorporated to ensure the
validity and reliability of the measures. First, two postgraduate students from IS field were consulted
to proofread and validate the questionnaire. Second, a pilot study with 34 respondents from a large
media company was conducted to test the research model and the questionnaire items.

The sample consisted exclusively of IT users from administrative departments. By administrative de-
partments, we mean employees who work in departments such as marketing, human resources, finan-
cial, commercial and sales. We do not include IT employees in the sample because their context is
significantly different from employees from others business areas. The questionnaire was distributed
by e-mail using a link. An initial email was sent in September 2017 to IT managers of five
organizations. Four organizations from different sectors engaged in the study (retail, education, finan-
cial and communication). We ensured confidentiality to the respondents and companies. A total sam-
ple of 148 respondents from four organizations completed the survey. The software GPower 3.1 was
used to calculate the minimum sample size, considering the number of predictors (3), statistical power
(80%), probability of error (0,05), and the effect size 2 (0,15), according to Hair et al. (2014). The
result showed that the sample size provides actual power to detect significant effects.

Regarding the measurement item, all items of the variables were measured on a 7-point Likert scale,
on which ‘1=strongly disagree’ and ‘7 = strongly agree’. The study measured each dimension of social
influence by using existing research and scales. More specifically, the constructs of peer influence
(four items) and superiors influence (three items) was operationalized from previous studies such as
Venkatesh et al. (2003), Wang, Meister and Gray (2013), and Ogara, Kuch and Prybutok (2014) (i.e.,
“My workmates use shadow IT to perform their work tasks.” and “The boss of my team/department
told us about the usefulness of shadow IT.”). Mass influence (three items) was based on the studies of
Hsu and Lu (2004) and Wang, Meister and Gray (2013) (i.e., “Colleagues from other business units
use shadow IT to perform their work.” and “Many people in my company use shadow IT to
accomplish their work tasks.”).

The dependent variable Shadow IT Usage was based on previous studies about shadow IT such as
Haag and Eckhardt (2014), Silic and Back (2014) and Silic et al. (2017). The items of shadow IT us-
age were designed based on the four types of shadow IT from the literature (see Table 1) and it was
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assessed based on subjective measures, which is in line with previous studies on shadow IT at individ-
ual level (e.g., Haag and Eckhardt 2014; Haag, Eckhardt, and Bozoyan 2015; Silic et al. 2017). Final-
ly, the moderator variable hierarchical level was measured on a 2-point scale (yes, if the respondent
occupies a management position, or no if he/she does not).

5 Analysis and Results

The dataset was analysed using Partial Least Squares SEM (PLS-SEM) structural equation modelling
(Hair et al., 2014). PLS- SEM is an appropriate method if the research objective is prediction and theo-
ry development and has become a good alternative to Covariance-based SEM (CB-SEM) for estimat-
ing theoretically justified cause-effect relationship models especially when the sample size is small
(Hair, Ringle, and Sarstedt, 2011). The software SmartPLS 3.0 was used for model calculation and
testing. Following the PLS-SEM guidelines (e.g., Hair et al., 2014), the study performed a two-stage
approach to evaluation: (1) assessment of measurement model and (2) estimation of structural model
and hypothesis tests.

51 Assessment of the measurement model

All constructs drew on a reflective measurement model in this study (Hair et al., 2014). First, the reli-
ability and validity of constructs were assessed with several statistical tests. The analysis of internal
consistency and the scale reliability were checked with Composite Reliability (CR), which is a more
appropriate criterion to measure internal consistency reliability according to Hair et al. (2014). Values
of CR between 0.60 to 0.70 are “acceptable” in exploratory research, whereas values higher than 0.70
are “satisfactory to good” (Hair et al., 2014). All CR values are above the minimum threshold of 0.6,
demonstrating that all the constructs have high levels of internal consistency reliability.

The outer loadings of the indicators and the average variance extracted (AVE) are considered to estab-
lish convergent validity. The outer loadings values ranged from 0.604 to 0.964, being two values be-
low the threshold of 0.70 (Hair et al., 2014). Following Hair et al. (2014) guidelines, we decided to
retain these reflective indicators because their deletion does not lead to a considerable increase in the
AVE and the composite reliability values. Next, convergent validity of the variables was calculated
using Average Variance Extracted (AVE), that should be higher than 0.50 (Hair et al., 2011). With a
minimum of 0.50, all AVE values are higher than the acceptable threshold of 0.5, demonstrating con-
vergent validity for all constructs. Table 2 report the results of the Composite Reliability, AVE and
Correlation matrix of constructs.

Constructs CR AVE Mass Peer Shadow IT = Superior
Influence  Influence Usage Influence
Mass Influence 0.969 0.911 0.955
Peer Influence 0.941 0.801 0.889 0.895
Shadow IT usage 0.814 0.526 0.733 0.729 0.725
Superior Influence 0.957 0.881 0.655 0.719 0.586 0.939
Table 2. Composite Reliability (CR), AVE and Correlation matrix of constructs.

Discriminant validity determines the extent to which a construct is empirically distinct from other con-
structs in the path model. Following Fornell and Larcker criterion, the square root of AVE in each la-
tent variable must be higher than the correlation values with all other latent variables (Hair et al.,
2014). The correlation matrix in Table 2 shows that discriminant validity was, thus, established for all
constructs in this study.
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5.2 Estimation of the structural model

After establishing reliability and validity of the construct measures, the study assessed the structural
model, which involves examining the model's predictive capabilities and the relationships between the
constructs (Hair et al., 2014). The results are based on the application of the bootstrapping procedure
provided by SmartPLS. We follow Hair, Ringle and Sarstedt (2011) guidelines for a minimum number
of 5,000 bootstrap samples.

Table 3 shows the hypothesis testing for relationships among constructs. The path coefficients repre-
sent the hypothesized relationships among the constructs (Hair et al., 2014). As can be seen, two out of
three paths are significant on the p < 0.05-level (sig. level =5%) and p < 0.01-level (sig. level =1%).
Mass influence had the strongest effect on shadow IT usage (f = 0.394, p < 0.01), followed by peer
influence ( = 0.296, p < 0.05). Therefore, H1 and H3 were supported. The relationship between supe-
rior influence and shadow IT usage was not statistically significant (§ = 0.115, p > 0.1), then, H2 was
not supported.

Hypothesis Path Path Standard t-Statistic (a) =~ Valour P Decision
coefficient error
H1 Peer % SITU 0.296 0.140 2.110** 0.035 Supported
H2 Superior & SITU | 0.115 0.094 1.23 0.221 Not Supported
H3 Mass & SITU 0.394 0.126 3.124*** 0.002 Supported
Table 3. Hypothesis testing for relationships among constructs. (a) t-values for two-tailed test:

**1.96 (sig. level =5%); *** t-value 2.57 (sig. level =1%) (Hair et al., 2011).

The Rz value of each endogenous construct is a measure of the variance explained in each endogenous
construct and the model's predictive accuracy (Hair et al., 2014). To social and behavioural sciences,
Cohen (1988) suggests assessing the R2 values for endogenous latent variables as follows: 26% as a
substantial effect, 13% as moderate, and 2% as weak. The R? value of the endogenous variable shadow
IT usage is 0.572, suggesting that the antecedents (social influence groups) explained 57.2% of the
variance in the dependent variable shadow IT usage. Thus, R2 value is considerably high.

Stone—Geisser’s Q> measure was calculated to assess the model predictive relevance. Q* values must
be larger than zero, indicating that the exogenous constructs have predictive relevance for the endoge-
nous construct under consideration (Hair, Ringle and Sarstedt, 2011). Running the blindfolding proce-
dure with an omission distance of seven yielded, the cross-validated redundancy values for the endog-
enous variable shadow IT usage: 0.283 were above zero, supporting the model's predictive relevance.
Finally, the study assessed the standardized root mean square residual (SRMR) as an appropriate
measure of model fit. Assuming a cut-off value of 0.08 as the more adequate for PLS path models
(Henseler, Hubona and Ray, 2016), the SRMR value resulted was 0.06. Thus, the model shows an ac-
ceptable fit. Figure 3 shows the research model with the results from the bootstrapping procedure (path
coefficients, the significance of the paths, and the amount of variance explained).
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Figure 3. Structural Model with Results of PLS Analysis (*** p<0.01 and ** p<0.05)

Related to the moderator analysis, we investigate if the categorical variable hierarchical level has a
moderator effect, that is if hierarchical level changes the strength or the direction of the relationship
between social influence groups and shadow IT usage. When a moderator effect is categorical, the var-
iable serves as a grouping variable that divides the data into subsamples, being suitable to perform a
multi-group analysis in this case (Sarstedt, Henseler and Ringle, 2011; Hair et al., 2014). The results
here suggest no significant difference between employees who occupy a high-level senior position and
those that occupy a low-level junior position.

6 Discussions

The study takes a social influence perspective to investigate the mechanisms that underlie the dissemi-
nation process among users and uncover the reasons why employee uses shadow IT in the workplace.
In summary, the findings show differences in social influence on shadow IT usage behaviour depend-
ing on the group of reference in question (peer, superior, mass influence). The results suggest that em-
ployees are strongly influenced by their peers and by a mass of people, in general, to use a shadow IT.
The influences toward the use of shadow IT are exerted from co-workers, professional workmates and
employees from other departments, suggesting a broader range of social influence that can affect the
individual. These results also reinforce the blurred barriers between personal, professional, and social
lives of users in contemporary society. Below, we discuss the findings from this research, implications
for theory and practice, as well as the study’s limitations and suggestions for further research.
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6.1 Findings and Implications

6.1.1  Social influence drives to the use of shadow IT among individuals

Previous studies about shadow IT posit that it can be used by one individual or a group of individuals,
suggesting an individual and/or collective use of shadow IT. We took that as a motivation to investi-
gate the use of shadow IT through a social influence perspective to find out what drives the use of
shadow IT among individuals. As Kelman (1958) suggest, we have interests in the nature of changes
related to use patterns within organizations that are being caused by a particular communication or
type of communication among users. The results indicate that the effects of social influence on shadow
IT usage differ significantly across groups in an organizational context. Our findings show that peer
influence and mass influence effect employees toward the use of shadow IT.

The results indicate that shadow IT users are influenced by observing and interacting with others, ad-
justing their behaviour according to those social cues. Mass influence shows to have the strongest rela-
tionship with shadow IT usage, following by peer influence. Although previous studies suggest that
some degree of proximity may be necessary for social influence to occur (e.g., Wang, Meister and
Gray, 2013), the findings here suggest that users are not only influenced by those that are closer to
them. The study shows that users are influenced by the fact that many people use shadow IT in their
companies, including from other teams and departments.

It is essential to take into account the current context of several large organizations. A geographically
distributed environment is a reality of digital and cross-country companies, which demands a high lev-
el of communications and interactions mediated by technology. Employees frequently interact with
co-works from other units, external partner and clients. Then, it is suitable to infer that users are ex-
posed nowadays to a broader range of social influences that they were some years ago.

An increasing number of interactions in individual’s professional life, which is not limited to
geographical space, is not the only cause for a broader range of social influence. People are experienc-
ing consumer technology in their personal lives and finding ways to use them in the workplace (Har-
ris, Ives and Junglas, 2012; Carter and Gruver, 2015). Therefore, the social cues and personal experi-
encing from individuals personal lives are also increasing the number of sources of social influence
that may influence user behaviour in the workplace. These results also reinforce the blurred barriers
among professional, personal and social lives of individuals (e.g., Carter and Gruver, 2015).

Consistent with Wang, Meister and Gray (2013) findings, our results suggest that superior influence
did not appear to be a source of social influence on individual’s shadow IT usage. The superior’s ex-
pectancy is that the employee efficiently performs his/her work tasks and maintain a satisfactory indi-
vidual performance. In the communications and social interactions between the superior and user, the
sublunary message understood by the user may be: “keep high performance whatever the technology
you use”. From this perception, employees may not be worried about punishments of not using the
mandatory system (e.g., Kelman 1958; Venkatesh and Davis, 2000), but their concern can be related to
the reward and punishments of achieving or not the performance expectancy. In that sense, superiors
can influence users toward shadow IT usage, however, in an indirect way.

Regarding the moderator variable, the results here suggest no significant difference between employ-
ees who occupy a high-level senior position and those that occupy a low-level junior position. As dis-
cussed in the literature review, age may have a relationship with hierarchical level since young people
tend to occupy lower-level positions and vice-versa. Thus, testing a moderator effect of age on the re-
lationship between social influence and shadow IT usage could be a way to investigate possible differ-
ences.

6.1.2  Theoretical implications

The study here provides theoretical implications to the emerging body of knowledge regarding shadow
IT usage. Shadow IT is not a recent phenomenon. However, it is still under-studied in the IS literature.
This study contributes in that sense expanding theoretical knowledge on shadow IT usage at the indi-
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vidual level by performing an empirical investigation on the antecedents of shadow IT usage from a
perspective of a widely used construct of IS field. The paper also provides conceptual contribution by
defining what is and what is not shadow IT, discussing the similarities and differences from related
concepts.

As discussed in the paper, shadow IT may be used by one individual or a group of individuals, emerg-
ing an individual and collective level of use of shadow IT. However, this multi-level perspective needs
further investigation, including a group-level approach in addition to the individual level to understand
how workgroups collectively support shadow IT usage and what are the negative and positive conse-
guences for the group (Haag and Eckhardt, 2017). Taking this gap as motivation, this research con-
tributes to understanding how individual shadow IT usage spreads across the employees within
organization. Based on an individual-based social influence analysis, we enlighten some reasons why
employee uses shadow IT in the workplace, as well as the mechanisms that underlie the dissemination
process among users, driving to the use of shadow IT in work groups, teams, and in others depart-
ments inside organizations.

The study here also provides implications for adoption and post-adoption research. Paying attention to
the definition, shadow IT is defined as any resource adopted and used without the approval of the IT
department (e.g., Haag & Eckhardt, 2015). Thereby, employees do not only adopt shadow IT but also
use it frequently to perform work tasks. In addition, the diffusion level of shadow IT usage is also rel-
evant to understand the phenomenon since it spreads from one individual to a whole group of employ-
ees. The post-adoption level, thus, becomes essential to study the phenomenon. In that sense, this
study contributes to adoption and post-adoption research investigating the employee’s reason to adopt
and use shadow IT, as well as how occurs the diffusion process of shadow IT usage among employees.
To the best of our knowledge, this study was the first to investigate shadow IT from social influence
perspective. Social influence is well recognized as a predictor to user behaviour and, for that reason, it
has been widely used in the IS field to investigate user behaviour toward adoption and use of technol-
ogy (e.g., Hsu and Lu, 2004; Li, 2013; Wang, Meister and Gray, 2013). The findings from the study
here are consistent with the evidence provided by the social influence literature, validating the results
of previous research that social influence has positive effects regarding IT user behaviour, including in
the shadow IT context.

6.1.3  Practical Implications

The study here also provides practical implications. First, organizations must be aware that shadow IT
is a behavioural phenomenon that emerges from the employee’s level. Keeping that in mind, managers
should better understand employee’s behaviour related the use of technology in order to cope with
shadow IT. Thus, insights into what drives individuals toward shadow IT usage can aid managers to
develop IT strategies and security policies to manage shadow IT.

Second, managers must pay attention to the fact that the main reason for the emergence of shadow IT
is the complete or partial absence of adequate IT solutions that meet the employees’ requirements
(Walterbusch, Fietz and Teuteberg, 2017). Therefore, knowing the antecedents of shadow IT usage is
also a good opportunity to IT managers understand users expectations and their needs related to tech-
nology in order to prevent shadow IT, providing the suitable technology to perform their tasks.

Third, the literature on shadow IT discuss a wide range of consequences, from performance improve-
ments and innovative solution to security risks and compliance. In that sense, balancing the positive
and negatives outcomes of shadow IT is another challenge of IT managers. Investigate users behaviour
and their motives to use shadow IT is a manner to find out a solution to that complex issue. Taking
into account the results here, managers can realize that shadow IT usage is being valuable among
employees, and they are sharing the benefits of shadow IT with each other, which help to understand
why a whole team or unit uses shadow IT. Thus, better than avoid the use of shadow IT, organizations
could find ways to mitigate the risks while recognizing the opportunities for improvements provided
by it.

Forth and last, it is also crucial for organizations to understand how social influence occurs and affects
the behaviour of IT user related to shadow IT (Eckhardt, Laumer and Weitzel, 2009). Frequently, the
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problems regarding deviant work behaviour like shadow IT are caused by a deficient communication
of IT policies among employees, who are not aware of the recommended information security practic-
es. As social influence relies on communication and social interactions, organizations must pay atten-
tion in create initiatives and take actions to engaged and active users in the information security poli-
cies, which is one of the primary concern related to shadow IT usage.

6.2 Limitations and Future Research

This paper is part of a broader project that aims to investigate shadow IT usage at the employee’s lev-
el. As Haag and Eckhardt (2017) suggest, it would be valuable to include group-level investigations of
shadow IT usage and its consequences for the group through a multi-level perspective, e.g., individual
and collective usage. Thereby, future studies can include group-level investigations to understand
shadow IT usage at the collective level of analysis.

Taking a social constructivist perspective, we aim to investigate why employees use shadow IT, as
well as what drives the dissemination of shadow IT usage among individuals inside organizations. As
several studies suggest, the focus only on social norms can be somewhat limited, because users’ values
and personal norms play a crucial role in affecting individual usage behaviours (e.g., Malhotra and
Galleta, 2005; Lee, Lee and Lee, 2006). Thus, it can be considered as a limitation of this study and an
opportunity for future research. We suggest addressing social influence with other theoretical lens
(e.g., social identity theory) that permits greater understanding of personal aspects (e.g., individual
values, beliefs and goals) and, consequently, capture the nuances of the social environment (Stets and
Burke, 2000; Stryker and Burke, 2000; Boudreau, Serrano, and Larson, 2014; Carter and Grover,
2015). Moreover, it would also be interesting to discuss the social influence on each of the four types
of shadow IT to see the differences among them.

The literature also provides pieces of evidence to a relationship between the use of shadow IT and age.
The dependence on technology to interact with people is increasing, especially among digital natives
(Turkle, 2011), which is changing the way we socially interact and bringing several consequences re-
lated to those changes. Previous studies suggest the use of consumer technologies are more prominent
among younger generations, called tech-savvy, millennial or Y generations (Weil and Leimeister,
2012; Harris, lves, and Junglas, 2012; Turner, 2015). Thereby, age can be a potential factor to under-
stand the role of social influence regarding the use of new technologies. In a broader sense, a study
regarding generations and the use of shadow IT may add valuable insights into individual behaviour in
a post-modernity society.
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